Stream processing with R in AWS

AWR, AWR.KMS, AWR.Kinesis (R packages) used in ECS

Gergely Daroczi

@daroczig

CARD.COM March 14, 2017



ASEITE (7 @ CARD.COM

Gergely Daroczi (@daroczig) Stream processing using AWR github.com/cardcorp/AWR 2 /70



About me @ CARD.COM




@ CARD.COM
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CARD.com’s View of the World @ CARD.COM

Gergely Daroczi @ daroczig - Ap

Just recelved my “I ¥ R" prepaid debit

card from @CARD. Will be fun to use this
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CARD.com’s View of the World @ CARD.COM
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Modern Marketing at CARD.com @ CARD.COM

029
©

RTB Ad Xchgs

( Y CARD.COM @

Artwork AdTech Platform :

& : :
Brands \ Members

— : @ B :

. 5 :

: 2 :

) a \
Bank -CARD.COM / @ :
Partner . learn :

- : :
. CARD.COM @ :
Analytics Platform

el ~. (3

Transactions

Gergely Daroczi (@daroczig)

Stream processing using AWR

github.com /cardcorp/AWR 7/ 70

/



Further Data Partners @CARD.COM

card transaction processors
card manufacturers
CIP/KYC service providers
online ad platforms
remarketing networks
licensing partners

communication engines

others
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Why not Hadoop instead of MySQL? @CARD-COM

Infrastructure

= The goal of Rapporter was to provide a front-end to Rin all modern browsers running on various platforms [A] - let it be a desktop,
a notebook, tablet or a mebile phane. Users can access their data, reports and sta | tools stared in the Rapporter cloud from any
GL e A place over the Internet and even do it collaboratively with other fellowss and contributors

Ze nd esk Aminor but useful part of the infrastructure is hosted at Zendesk that provides an extensible knowledge base and suppert forum [B].

Al the requests and data packets sent by the clients to Rapporter servers hit our Content Delivery Network provider [C] first that would return all static content
of the webapp cached at several locations areund the warld for improved response times. The CON also operates as a front-ine firewall and filters out some
unwanted and potentially dangerous packets and queries (D] beside minimizing the risk of (Distributed) Denial-of service attacks. Users can optionally use
Rapporter over a secure channel by HTTPS protacol [E], as the data transmitted to and from CloudFiare is encrypted on demand for improved security.

The dynamic content is mainly served by our Ruby on Rails [F] workers in the means of a cluster of thir servers [G] running inside of our private
internal network. This content management system is made of several separate threads replying to user request via a load balancing reverse
proxy [H] that alsa serves static content, plus JavaScript, CSS and image assets. /‘

Although we try 1o do our best with deploying working code on praduction servers, we also collect possible Rails error messages with £rrbit (1.

optional Appdrmor hats based on user privileges. This latter Linux kernel security module ensures that the users could not directly touch the
disks o make connections to our databases - even if some malicious cade would somehow escape aur in-house developed sandbox called
sandboxR. The dynamic hat option allows fine-grained control ver the hardware resources on a per-user basis in the means of e.g, CPU power
, & and memory limit, or netwark access, Please see some further security consideratians below.

Anether major part of our setup are the #AProxy cluster [ of rApache based Rwarkers U] running within an enforced AppArmor K] profile and 1 .

LOUDFLARE As we are using & for creating complex or one-time and temporary reports via a Graphical User Interface or the recently introduced Application Programming

Intertace called Rapplications, our home-made internal Rfunctions do not deal with any statistical problems, but rather provides an environment for the users to
easily implement those. Rapporter is basically made of our open-source rapport and pander packages (please see below) beside the above described Rails
frant-end and hardened security tools, and the data, methos and results all bundled in various JSON driven databases [M].

All our servers are running Ubuniu L5 [N] on 64 bit with a decent amount of memory and CPU cores optionally dedicated to VIP customers, and continuously
monitored 24 hours 2 day, 7 days a week wia the public [9] Aingdlom avallability monitor [0] and a more detailed and technical. enterprise-class monitoring

solutian with thousands of metrics, called Zabbix [P] - beside Google Analytics of course
~ AN —
ta storage [M]

Although administering and maintaining —
several similar database engines might not P »

make much sense in most smup, we use ha

two NosQL databases for improved C.Oud",- iy dmnnnm

performance. CouchDB is awesome or ks ‘ .
disk-based B-tree views, simple attachment -
J "N rFS
concept and eventual consistency schema, Gluste
while MongaDs makes the Rails models a
ot more convenient to work with

Gluster is a network filesystem tha stores .mongoDB B 7
R generated images on a replicated and

optionally distributed storage attached to

the highly available Rails servers. JSON F')

Gergely Daroczi (@daroczig) Stream processi



@ CARD.COM

User Defined Java Class x
Step name harten Date}
Classes and code fragments: Class code
+ @ Classes & Processor 2
. inport java.text.simpleDaterormat;
& Code Snippits import java.util.Date;
= ol Input fields inport java.text.parseException;
| Getingeds. pleaserwalt inport java.util.Timezone;
o0 Info fields Private SimpleDateFormat dfl = new SimplaDateFormat (*yyyy/Ms/dd HH:mm:ss.SSS®);
Getting fields...please wait private SimpleDateFormat df2 = new SimpleDateFormat ("yyyy-Md-dd HH");
[is Output fields
ublic boolean processow (StepMetalnterface smi, StepDatalnterface sdi) throws KettleException, ParseException
Getting felds...please wait A & & " "
Object[] r = get 0
if null)
putbone () ;
return false;
}
if (first)
first = false;
}
It is always safest to call createoutps is
agh to handle any ne
v - | data
4£2. setTineZone (TineZone.getTineZone (*Anerica/Los_Angeles")) ;
Line #:0
Fields™._Parameters Info steps| Target steps.
Fields Clear the result fields?
~ # Fieldname Type Length  Precision
1| RPT_DATE_SHORT String
@Help oK Cancel Test class
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Source: Kinesis Product Details
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https://aws.amazon.com/kinesis/streams/details/

Intro to Amazon Kinesis Streams @CARD-COM

ECZ Instances
2 [nstances EC2 instance Amazon S3
D
[ L
= D
Client
. EC2 instance DynamoDE
.
-
Mobile Client _
EC2 instance Amazon Redshift
Traditional “I“
Server ..,.'-"/ EC2 instance Amazon Elastie
| Producers Amazon Kinesis Stream | Consumers MapReduce

Source: Kinesis Developer Guide
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http://docs.aws.amazon.com/streams/latest/dev/key-concepts.html

Intro to Amazon Kinesis Shards @ CARD.COM

Dat J Stream
ata recor iti
> repong twitter-trends.com
1 M — e My top-10
Y = — ——A . Y_p
- Global top-10 ~0=
G2 — My top-10 "
<739 — f—2.
2 £ My top-10 Data record
I ] )
L o S— "
‘J ‘J = —( Shard: né
\ Worker
Shard Sequence number

Source: AWS re:Invent 2013
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http://www.slideshare.net/AmazonWebServices/amazon-kinesis-realtime-streaming-big-data-processing-applications-bdt311-aws-reinvent-2013

Deep Learning @ CARD.COM

58
REDSHIFT @ _ﬂﬂll

Analyze streaming data using your favorite Bl tools

FIREHOSE

9 @&
S

Capture & submit Firehose loads streaming data
streaming data to Firehose continuously into S3 and Redshift
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@ CARD.COM

Deep Learning

58
REDSHIFT @ _ﬂﬂll

Capture & submit Firehose loads streaming data Analyze streaming data using your favorite Bl tools
streaming data to Firehose continuously into S3 and Redshift % 9 9y

FIREHOSE

9 @&
S

Amazon Redshift

Amazon 53

Streaming Data
PutRecord() 1
PutRecordBatch()

Kinesis Agent

Stream processing using AWR
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The S3 Object System @ CARD.COM

> x <- 3.14
> attr(x, 'class') <- 'standard'

> print.standard <- function(x, ...) {
+ ## SLA

+ if (runif(1) * 100 > 99.9) {

+ Sys.sleep(20)

+ }

+ futile.logger: :flog.info(x)

+ }

> while (TRUE) print(x)

INFO [2017-03-03 22:27:57] 3.14
INFO [2017-03-03 22:27:57] 3.14
INFO [2017-03-03 22:27:57] 3.14
INFO [2017-03-03 22:28:17] 3.14
INFOQ [2017-03-03 22:28:17] 3.14
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S4: Multiple Dispatch @ CARD.COM

AWS Lambda Amazon EC2 SHrenms

¢ = ®

Amazon EC2 Streams AWS Lambda

Amazon EC2

AMAZON
REDSHIFT

Firehose o o3
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Example use-case @ CARD.COM

Kinesis Firehose

tables

Compute overall load
for in current
billing period

Enrich data

Customer
tables

Compute overall
load today

Risk scoring

Fraud
team

Send e-mail to

Card
processor

Messages

‘Communication
tables

engine

Update status of
the message
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How to Communicate with Kinesis @ CARD.COM

Writing data to the stream:

@ Amazon Kinesis Streams API, SDK
@ Amazon Kinesis Producer Library (KPL) from Java
o flume-kinesis

@ Amazon Kinesis Agent
Reading data from the stream:

@ Amazon Kinesis Streams API, SDK

e Amazon Kinesis Client Library (KCL) from Java, Node.js, .NET,
Python, Ruby

Managing streams:

@ Amazon Kinesis Streams API (!)

Gergely Daroczi (@daroczig) Stream processing using AWR github.com/cardcorp/AWR 19 /70


http://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-sdk.html
http://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://github.com/sharethrough/flume-kinesis
http://docs.aws.amazon.com/firehose/latest/dev/writing-with-agents.html
http://docs.aws.amazon.com/streams/latest/dev/developing-consumers-with-sdk.html
http://docs.aws.amazon.com/streams/latest/dev/developing-consumers-with-kcl.html
http://docs.aws.amazon.com/streams/latest/dev/working-with-streams.html

Now We Need an R Client! @CARD-COM

> library(rJava)
> .jinit(classpath = list.files('~/Projects/AWR/inst/java/', full.names = TRUE))

> kc <- .jnew('com.amazonaws.services.kinesis.AmazonKinesisClient')

> kc$setEndpoint ('kinesis.us-west-2.amazonaws.com', 'kinesis', 'us-west-2')

> sir <- .jnew('com.amazonaws.services.kinesis.model.GetShardIteratorRequest')
> sir$setStreamName('test_kinesis')

> sir$setShardId(.jnew('java/lang/String', '0'))

> sir$setShardIteratorType (' TRIM_HORIZON')

> iterator <- kc$getShardIterator(sir)$getShardIterator()

> grr <- .jnew('com.amazonaws.services.kinesis.model.GetRecordsRequest')

> grr$setShardIterator(iterator)

> kc$getRecords (grr) $getRecords ()

[1] "Java-Object{[{SequenceNumber: 495628941604494443321533463710843135723243616650
ApproximateArrivalTimestamp: Tue Jun 14 09:40:19 CEST 2016,

Data: java.nio.HeapByteBuffer[pos=0 1lim=6 cap=6],PartitionKey: 42}]}"

> sapply (kc$getRecords (grr)$getRecords(),

+ function(x)
+ rawToChar (x$getData () $array()))
[1] "foobar"

Gergely Daroczi (@daroczig) Stream processing using AWR github.com/cardcorp/AWR



Managing Shards via the Java SDK @ CARD.COM

Let's merge two shards:

> ms <- .jnew('com.amazonaws.services.kinesis.model.MergeShardsRequest')
> ms$setShardToMerge (' shardId-000000000000")

> ms$setAdjacentShardToMerge (' shardId-000000000001")

> ms$setStreamName('test_kinesis')

> kc$mergeShards (ms)

What do we have now?

> kc$describeStream(StreamName = 'test_kinesis')$getStreamDescription()$getShards()
[1] "Java-Object{[

{ShardId: shardId-000000000000,HashKeyRange: {StartingHashKey: 0,EndingHashKey: 170
SequenceNumberRange: {

StartingSequenceNumber: 49562894160427143586954815717376297430913467927668719618,
EndingSequenceNumber: 49562894160438293959554081028945856364232263390243848194}},
{ShardId: shardId-000000000001,HashKeyRange: {StartingHashKey: 17014118346046923173
SequenceNumberRange: {

StartingSequenceNumber: 49562894160449444332153346340517833149186116289174700050,
EndingSequenceNumber: 49562894160460594704752611652087392082504911751749828626}},
{ShardId: shardId-000000000002,

ParentShardId: shardId-000000000000,

AdjacentParentShardId: shardId-000000000001,

HashKeyRange: {StartlngHashKey 0 EndlngHashKey 3402823669209384634633746074317682

44
ardcorp / AWR

0Q
glthub com 21 / 70
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Amazon Kinesis Client Library @CARD-COM

@ An easy-to-use programming model for processing data

java -cp amazon-kinesis-client-1.7.3.jar \
com.amazonaws.services.kinesis.multilang.MultiLangDaemon \
app.properties

@ Scalable and fault-tolerant processing (checkpointing via DynamoDB)
o Logging and metrics in CloudWatch

@ The MultiLangDaemon spawns processes written in any language,
communication happens via JSON messages sent over stdin/stdout
@ Only a few events/methods to care about in the consumer application:
© initialize
@ processRecords

© checkpoint
© shutdown

Gergely Daroczi (@daroczig) Stream processing using AWR github.com/cardcorp/AWR 22 /70



Messages from the @ CARD.COM

@ initialize:
o Perform initialization steps
o Write “status” message to indicate you are done
e Begin reading line from STDIN to receive next action

@ processRecords:

o Perform processing tasks (you may write a checkpoint message at any
time)

o Write “status” message to STDOUT to indicate you are done.

e Begin reading line from STDIN to receive next action

© shutdown:

e Perform shutdown tasks (you may write a checkpoint message at any
time)

o Write “status” message to STDOUT to indicate you are done.

e Begin reading line from STDIN to receive next action

©Q checkpoint:

o Decide whether to checkpoint again based on whether there is an error
or not.

Gergely Daroczi (@daroczig) Stream processing using AWR github.com/cardcorp/AWR 23 /70



Again: Why R? & CARD.COM

User Defined Java Class x
Step name harten Date}
Classes and code fragments: Class code
+ @ Classes & Processor 2
. inport java.text.simpleDaterormat;
& Code Snippits import java.util.Date;
= ol Input fields inport java.text.parseException;
| Getingeds. pleaserwalt inport java.util.Timezone;
o0 Info fields Private SimpleDateFormat dfl = new SimplaDateFormat (*yyyy/Ms/dd HH:mm:ss.SSS®);
Getting fields...please wait private SimpleDateFormat df2 = new SimpleDateFormat ("yyyy-Md-dd HH");
[is Output fields
ublic boolean processow (StepMetalnterface smi, StepDatalnterface sdi) throws KettleException, ParseException
Getting felds...please wait A & & " "
Object[] r = get 0
if null)
putbone () ;
return false;
}
if (first)
first = false;
}
It is always safest to call createoutps is
agh to handle any ne
v - | data
4£2. setTineZone (TineZone.getTineZone (*Anerica/Los_Angeles")) ;
Line #:0
Fields™._Parameters Info steps| Target steps.
Fields Clear the result fields?
~ # Fieldname Type Length  Precision
1| RPT_DATE_SHORT String
@Help oK Cancel Test class

Gergely Daroczi (@daroczig) Stream processi github.com/cardcorp/AWR 24



R Script Interacting with KCL @ CARD.COM

#!/usr/bin/r i
while (TRUE) {

## read and parse JSON messages
line <- fromJSON(readLines(n = 1))

## nothing to do unless we receive records to process
if (line$action == 'processRecords') {

## process each record
lapply(line$records, function(r) {

business_logic(fromJSON(rawToChar (base64_dec(r$data))))
cat(toJSON(list(action = 'checkpoint', checkpoint = r$sequenceNumber)))

b
}

## return response in JSON
cat(toJSON(list(action = 'status', responseFor = line$action)))

Gergely Daroczi (@daroczig) Stream processing using AWR github.com/cardcorp/AWR



R Script Interacting with KCL @ CARD.COM

#1/usr/bin/T -1
while (TRUE) {

## read and parse JSON messages
line <- fromJSON(readLines(n = 1))

## pothing to do unless we receive records to process
if (line$action == 'processRecords') {

## process each record
lapply(line$records, function(r) {

business_logic(fxomISON (rawToChar (base64_dec(r$data))))
cat (toJSON(list(action = 'checkpoint', checkpoint = r$sequencelumber)))

b
}

## return response in JSON
cat(toJSON(list(action = 'status', responseFor = %igsﬁgggigg)))
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Get rid of the bugs and the boilerplate @CARD-COM

> install.packages('AWR.Kinesis')
also installing the dependency ‘AWR’

trying URL 'https://cloud.r-project.org/src/contrib/AWR_1.11.89.tar.gz'
Content type 'application/x-gzip' length 3125 bytes

trying URL 'https://cloud.r-project.org/src/contrib/AWR.Kinesis_1.7.3.tar.gz'
Content type 'application/x-gzip' length 3091459 bytes (2.9 MB)

* installing *source* package ‘AWR’

** testing if installed package can be loaded

trying URL 'https://gitlab.com/cardcorp/AWR/repository/archive.zip?ref=1.11.89'
downloaded 58.9 MB

* DONE (AWR)

* installing *source* package ‘AWR.Kinesis’
* DONE (AWR.Kinesis)

Gergely Daroczi (@daroczig) Stream processing using AWR github.com/cardcorp/AWR 27 / 70



@ CARD.COM

Add content to the boilerplate

Business logic coded in R (demo_app.R):

library (AWR.Kinesis)
kinesis_consumer (processRecords = function(records) {

flog.info(jsonlite: :toJSON(records))
1))

github.com/cardcorp/AWR

Stream processing using AWR
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@ CARD.COM

Add content to the boilerplate

Business logic coded in R (demo_app.R):

library (AWR.Kinesis)
kinesis_consumer (processRecords = function(records) {

flog.info(jsonlite: :toJSON(records))
1))

This is not something you should run in RStudio.

github.com /cardcorp/AWR 28
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Add content to the boilerplate @ CARD.COM

Business logic coded in R (demo_app.R):

library (AWR.Kinesis)

kinesis_consumer (processRecords = function(records) {
flog.info(jsonlite: :toJSON(records))

b

Config file for the MultiLangDaemon (demo_app.properties):

executableName = ./demo_app.R
streamName = demo_stream
applicationName = demo_app

Start the MultiLangDaemon:

/usr/bin/java -cp AWR/java/*:AWR.Kinesis/java/*:./ \
com.amazonaws .services.kinesis.multilang.MultiLangDaemon \
./demo_app.properties

Gergely Daroczi (@daroczig) Stream processing using AWR github.com/cardcorp/AWR



“Advanced” AWR.Kinesis features

library(futile.logger)
library (AWR.Kinesis)

kinesis_consumer (

initialize = function()
flog.info('Hello'),

processRecords = function(records)
flog.info(paste('Received', nrow(records),

shutdown = function()
flog.info('Bye'),

updater = list(
list (1, function()

@ CARD.COM

'records from Kinesis')),

flog.info('Updating some data every minute')),

1list(1/60%10, function()
flog.info(paste(

'This is a high frequency updater call',

'running every 10 seconds')))),

checkpointing = 1,

logfile = '/logs/logger.log')
Gergely Daroczi (@daroczig)

Stream processing using AWR
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Let's run it locally! @CARD.COM

In theory you could, but this is not something you should run in RStudio. I

@ Create a Kinesis Stream

@ Create an IAM user with DynamoDB and Kinesis permissions
© Write data to the Stream
@ Run the MultiLangDaemon referencing the properties file

Gergely Daroczi (@daroczig) Stream processing using AWR github.com/cardcorp/AWR 31/ 70



Let's run it locally! @CARD.COM

In theory you could, but this is not something you should run in RStudio. I

@ Create a Kinesis Stream

@ Create an IAM user with DynamoDB and Kinesis permissions
© Write data to the Stream
@ Run the MultiLangDaemon referencing the properties file
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Create a Kinesis Stream

Amazon Kinesis 5 x

@ CARD.COM

C | @ https//console.aws.amazon.com/kine.

Resource Groups v

Amazon Kinesis
ervices make it e

nth

azon Kinesis

ier to work

AWS Cloud,

=\
s

Amazon Kinesis Analytics

Amazon Kinesis Firehose

to Amazon S3, Amazon Redshift, and

from
Amazon Elasticsearch Service.

Amazon Kinesis Firehose and
Amazon Kinesis Streams in reaktime
using SQL.

Leam more about Firehose

Leamn more about Analytics

Amazon Kinesis documentation and support

Streams
Feedback

@ English

Gergely Darocz|

(@daroczig)

Amazon Kinesis Streams

Collect and stream data for ordered,
replayable, real-time processing

Go'to Stream:

Learn more about Streams

Forums.

github.com/cardcorp/AWR 32/7




Create a Kinesis Stream @ CARD.COM

Amazon Kinesis 5 x

& C | & htpsi/console.aws.amazon.com/ki

ices v Resource Groups

Amazon Kinesis ¢ Create stream [2]
| streams
Firehose Streamname*  test-AWR
Analytics
Shards

Ashardis a unit of throughput capacity. Each shard ingests up to 1MB/sec and 1000 records/sec, and emits up to 2MB/sec. To accommodate
for higher or lower throughput, the number of shards can be modified after the stream is created using the APL. Learn more

Producers Stream Consumers

DoD ‘

DDD‘-H st [ [ 1 [ ‘ -

shard [ [ [ H

» Estimate the number of shards you'l need

Number of shards* | 1

You can provision up to 48 more shards before itting your account it of 50.
Learm more o request a shard limit increase for ths account

Total stream capacity Values are calculated based on the number of shards entered above.

wiite 1 MB per second
1000 Records per second
Read 2 MB per second

*Required

Gergely Daroczi (@daroczig) Stream processi



Check the Kinesis St @ CARD.COM

Amazon Kinesis 5 x

on=us-east-1#

& C | @ httpsi/console.aws.amazon.com/kin

Services v Resource Groups v

Streams > testAWR

test-AWR Delete stream

Amazon Kinesis

| streams
Firehose Details Monitoring Tags
Analytics

Timerange: Lasthour v  Statistic: Average Period: | 1minute v z o

et Records Get Records Herator Age (ms)

aom
3om
05
20m
1M
00J = . 00
1600 1615 1630 1645 1600 1615 1630 1645

) et Records (records/second)

140
20
| N N e
M
M "
A L
1o \ | e
W |/ e
100 {1e Vv :
0305 16:40 00J
60 1615 1630 1645 630 1645

Incoming Data (bytes)
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Create an |IAM user @CARD.COM

1AM Managemen: x

& €| @ hipsi/console.aws.amazon.com/iam/home?

Services v Resource Groups v %

Users > AWR
‘
Dashboard Users: AWR
Groups
User ARN arn:aws:iam: user/AWR
Users
Path /
Roles
Creation time 2017-02-13 16:04 PST
Policies L3
Identity providers Permissions | Groups (0) | Security credentials | Access Advisor

Account settings T Number of attached policies 5

Credential report

»

AmazonEC2ContainerRegistryFullAccess - AWS Managed policy

Encryption keys. » CloudwatchFullAccess - AWS Managed policy

»

cloudwatch-putmetrics - Managed policy

»

AmazonDynamoDBFulIAccess - AWS Managed policy

- AmazonKinesisFullAccess - AWS Managed policy

© Addiinline policy

Feedback @ English

Gergely Daroczi (@daroczig) Stream processi github.com/cardcorp/AWR 35



Write Data to the Stream from R @ CARD.COM

library(rJava)
.jcall("java/lang/System", "S", "setProperty", "aws.profile", "personal")
J J g/ 5y perty p p

library (AWR.Kinesis)
library(jsonlite)
library(futile.logger)
library(nycflights13)
while (TRUE) {

## pick a ~car~flight
flight <- flights[sample(1:nrow(flights), 1), ]

## prr <- .jnew('com.amazonaws.services.kinesis.model.PutRecordRequest')

## prr$setStreamName('testl')

## prr$setData(J('java.nio.ByteBuffer')$wrap(.jbyte(charToRaw(toJSON(car)))))
## prr$setPartitionKey(rownames(car))

## kc$putRecord(prr)

res <- kinesis_put_record(stream = 'test-AWR', region = 'us-east-1',
data = toJSON(flight), partitionKey = flight$dest)
flog.info(paste('Pushed a new flight to Kinesis:', res$sequenceNumber))
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Write Data to the Stream from R @ CARD.COM

*Minibuf-1*
File Edit Options Buffers Tools Minibuf Help

ope: s
e e L e T
- while
Tiignt & A D), O
res <- kinesis_put_record(’ test-AR", ss-east-1°, data = toJSON(flight),
e e
flog. info(paste(*Pushed a new flight to Kinesis:*. res$sequencelumber))

2017-03-06 21:47:16] Pushed a new flight to Kinesis: 4t 141861
147:17 new flight
17 new flight to K 8 14186610
7:1 new flight 4
18 new flight 41871
18 new flight B 1418739472338
19] Pushed a new flight &
19 nen tlight : 418785774
20 new flight
20 flight 17291058
21 e flight : 4380204104
ne

21 new L. : 1 moz
22

22 it | $55710325508137257589910141305163881998 1002327 1473613802
23 to S: 49571082550613725758991014189794441132129388119094984754
23 : 4 1 4962
2 : 49571082550613725758991014190342084528414815135236882482
24 495710825506137257589910141905451840661
7:25 4190772.

757874

7:2 589910
25 new 1. : 725 1419117019871 14

26 new t to S: 49571082550613725758991014191629500526304395412457330130
27 : 49571 1419191

7:27 71 1 1415217965177422905 1636945700210
28
28 ‘ 4ssvmszsmmmsmsswu14vszsssszzzsmmuuswsmuso
28

29 v : 4192081 7848370
29 ‘ : 13197106
30] Push: it to Kinesis: 4 899101419341 2136114
30

30 new f: : 141

31 : 495710825506137257589910141940438 1538807 4810149223530546
31 er : 49571082550613725758991014194267466664703516546544173106

32 : 4 414
32 4320826418
33 v - .\9571ﬂgvs:ns\372575399101419:wsgzzssaswzsuzﬂoaszwzgzzsu
34 it : 4 41 17038714930
34 to + 4957108255061

35 : 4

35 : 49571082550613725758991014196406056439601795831477305394
36 + 4957108255061 141965898 131641

36 7 141968110465891

36 589910
37 455710525306 1372575890101419725472236497 126558054051 7652
38 it  4957108255061372575899101417724994508801356467240173618
e : 49571 7 41726179378
7:39 new Kinesis: 4t 1 4

30 new : 41941

0 new

41 new t to 151 1957100293081372979899101 41099534 1753 7a262171737203308
new to Kinesis: 4199624216971
U:  R-Kinesis-putrecord. iEss [R]: run
tterfl:
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Reading Data from the Stream @ CARD.COM

## get an iterator

sir <- .jnew('com.amazonaws.services.kinesis.model.GetShardIteratorRequest')
sir$setStreamName ('test-AWR')

sir$setShardId(. jnew('java/lang/String', '0'))
sir$setShardIteratorType (' TRIM_HORIZON')

kc <- .jnew('com.amazonaws.services.kinesis.AmazonKinesisClient')
kc$setEndpoint ('kinesis.us-east-1.amazonaws.com')

iterator <- kc$getShardIterator(sir)$getShardIterator()

## get records

grr <- .jnew('com.amazonaws.services.kinesis.model.GetRecordsRequest')
grr$setShardIterator(iterator)

records <- kc$getRecords(grr)$getRecords()

## transform to string
json <- sapply(records, function(x)
rawToChar (x$getData () $array()))

## decode JSON

json[1]

fromJSON (json[1])
rbindlist(lapply(json, fromJSON))
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Running the MultiLangDaemon locally @ CARD.COM

11~ +|| & || =

ergely-CARD: ~/Projects/card-rocker/r-kinesis-example/files ~

AWS_PROFILE=personal
-cp \

s 1 i ib AWR/java/*: /u a1/1 ite-lib . Kinesi ] \
com. amazonaws . services . kinesis.mul tilang.Mul tiLangDaemon . /app.properties
Mar 05, 2017 5:32:33 PM com.amazonaws.services.kinesis.clientlibrary.config.KinesisClientLibConfigurator getConfiguration
INFO: Value of workerId is not provided in the properties. WorkerId is automatically assigned as
Mar 05, 2017 5:32:34 PM com.amazonaws.services.kinesis.clientlibrary.config.KinesisClientlibConfigurator withProperty
INFO: Successfully set property regionName with value us-east-1
Mar 05, 2017 5:32:34 PM com.amazonaws.services.kinesis.mul tilang.MultilLangDaemonConfig buildExecutorService
[INFO: Using a cached thread pool.
7 5:32:34 PM com.amazonaws.services.kinesis.multilang.MultilLangDaemonConfig <init>
INFO: Running AWR-demo-app to process stream test-AWR with executable /app/app.R
Mar 05, 2017 5:32:34 PM com.amazonaws.services.kinesis.mul tilang.Mul tiLangDaemonConfig prepare
INFO: Using workerId i I
Mar 05, 2017 S: 34 PM com.amazonaws.services.kinesis.mul tilang.Mul tiLangDaemonConfig prepare
INFO: Using credentials with access key id:
Mar 05, 2017 4 PM com.amazonaws . services . kinesis.mul tilang.Mul tiLangDaemonConfig prepare
INFO: HultilLangDaemon is adding the following fields to the User Agent: amazon-kinesis-client-library-java-1.7.3 amazon-kinesis-multi-lang-dae
mon/1.0.1 R /app/app.R
Mar 05, 2017 5:32:34 PM com.amazonaws.services.kinesis.leases.impl.LeaseCoordinator <init>
INFO: With failover time 10000 ms and epsilon 25 ms, LeaseCoordinator will renew leases every 3308 ms, takeleases every 20050 ms, process maxi
Inun of 2147483647 leases and steal 1 lease(s) at a time
Mar 05, 2017 5:32:34 PM com.amazonaws.services.kinesis.clientlibrary.lib.worker.Worker initialize
INFO: Initialization attempt
Mar 05, 2017 4 PM com.amazonaws.services.kinesis.clientlibrary.lib.worker.Worker initialize
INFO: Initializing LeaseCoordinator
Mar 05, 2017 5:32:35 PM com.amazonaws.services.kinesis.clientlibrary.lib.worker.Worker initialize
INFO: Syncing Kinesis shard info
Mar 05, 2017 5: 36 PM com.amazonaws.services.kinesis.clientlibrary.lib.worker.Worker initialize
INFO: Starting LeaseCoordinator
Mar 05, 2017 5:32:36 PM com.amazonaws.services.kinesis.leases.impl.LeaseTaker computeleasesToTake
= needed 2 leases but none were expired, so it will steal lease shardId-000000000002 from bef5

6 PMl com.amazonaws . services. kinesis.leases.impl.LeaseTaker computeleasesToTake
saw 3 total leases, 0 available leases, 2 workers. Target is 2 leases, I have 0 leases, I wi

, 2017 5:32:36 PM com.amazonaws.services.kinesis.leases.impl.LeaseTaker takelLeases
successfully took 1 leases: shardId-000000000002

Mar 05, 2017 5:32:46 PM com.amazonaws.services.kinesis.clientlibrary.lib.worker.Worker run
INFO: Initialization complete. Starting worker loop.
Mar 05, 2017 5:32:46 PM com.amazonaws.services.kinesis.clientlibrary.lib.worker.Worker infoForce
[INFO: Created new shardConsumer for : ShardInfo [shardId=shardId-000000000002, concurrencyToken= ¢, parentsh
ardIds=[shardId-000000000000], checkpoint={SequenceNumber: TRIM_HORIZON,SubsequenceNumber: 0}]
Mar 05, 2017 5:32:46 PM com.amazonaws.services.kinesis.clientlibrary.lib.worker.BlockOnParentShardTask call
INFO: No need to block on parents [shardId-000000000000] of shard shardId-000000000002
Mar 05, 2017 5:32:47 PM com.amazonaws .services.kinesis.clientlibrary.lib.worker.KinesisDataFetcher initialize
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This Kinesis app is being run

library(futile.logger)
library (AWR.Kinesis)

kinesis_consumer (

initialize = function()
flog.info('Hello'),

processRecords = function(records)

flog.info(paste('Received', nrow(records),

shutdown = function()
flog.info('Bye'),
updater = list(
list(1, function()
flog.info('Updating some data every minute')),
1list(1/60%10, function()
flog.info(paste(

'This is a high frequency updater call',
'running every 10 seconds')))),

checkpointing = 1,

logfile = '/logs/logger.log')

Gergely Daroczi (@daroczig)

Stream processing using AWR

@ CARD.COM

'records from Kinesis')),
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Running the MultiLangDaemon locally CARD.COM

logs]$ head -n 44 logger.log
2017-03-05 03:35:23] Starting R Kinesis Consumer application
2017-03-05 03:35:23 UTC] shardId-000000000000 Start of initialize
2017-03-05 03:35:23 UTC] shardId-000000000000 Hello
2017-03-05 23 UTC] shardId-000000000000 End of initialize
2017-03-05 5:23 UTC] shardId-000000000000 Received 2 records from Kinesis
2017-03-05 EE UTC] shardId-000000000000 Received records from Kinesis
2017-03-05 03:35:25 UTC] shardId-000000000000 Received 3 records from Kinesis
2017-03-05 EE shardId-000000000000 Received records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 3 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 2 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 2 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 3 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 3 records from Kinesis
2017-03-05 shardId-000000000000 Received 2 records from Kinesis
2017-03-05 shardId-000000000000 Received 2 records from Kinesis

NN WWRNNWNWWN

2017-03-05 03:35: shardId-000000000000 This is a high frequency updater call running every 10 seconds
2017-03-05 shardId-000000000000 Received
2017-03-05 5 shardId-000000000000 Received
2017-03-05 e shardId-000000000000 Received
2017-03-05 03:35: shardId-000000000000 Received

records from Kinesis
records from Kinesis
records from Kinesis
records from Kinesis
records from Kinesis
records from Kinesis
records from Kinesis
records from Kinesis

2017-03-05 shardId-000000000000 Received
2017-03-05 5 shardId-000000000000 Received
2017-03-05 soie shardId-000000000000 Received
2017-03-05 03:35: shardId-000000000000 Received
2017-03-05 03:35: shardId-000000000000 Received 3 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 2 records from Kinesis
2017-03-05 5 shardId-000000000000 This is a high frequency updater call running every 10 seconds
2017-03-05 5 shardId-000000000000 Received 3 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 3 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 2 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 3 records from Kinesis
2017-03-05 e shardId-000000000000 Received records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 3 records from Kinesis
2017-03-05 shardId-000000000000 Received records from Kinesis
2017-03-05 5 shardId-000000000000 Received 3 records from Kinesis
2017-03-05 EE shardId-000000000000 Received records from Kinesis
2017-03-05 shardId-000000000000 Received 3 records from Kinesis
2017-03-05 shardId-000000000000 Received 2 records from Kinesis
2017-03-05 03:35: shardId-000000000000 This is a high frequency updater call running every 10 seconds
2017-03-05 03:35: shardId-000000000000 Received 3 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 2 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 3 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 2 records from Kinesis
2017-03-05 03:35: shardId-000000000000 Received 3 records from Kinesis
[ec2-user@ip

N W W WWN W

NWRWRNWNWNWW
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Let's run it in AWS! @CARD.COM

© Dockerize your Kinesis Consumer:

Java

R

AWR, AWR.Kinesis packages
app.R

app.properties

startup command

@ Put it on Docker Hub

© Run as a EC2 Container Service Task:
Create an ECS cluster

Create ECS Task Role

Create a Task definition
Run it (as a service)
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@ CARD.COM

Dockerize your Kinesis Consumer

Dockerfile

/ @ card-rocker/Docke x \|_\
¢~ [ @ Gitub, Inc. U] | https://github.com/cardcorp/card-rocker/blob/master/r-Kin

) Features Explore Pricing

his repostory Sign in or Sign up

@watch 13 geStr & | YFork 2

I cardcorp / card-rocker

© Code Issues © Pull requests o Projects 0 Pulse Graphs
Sranch master = | card-rocker / r-kinesis / Dockerfile Findfle | Copy path
{8 daroczig break longlines 3pf40ac 26 seconds ago
1 contributor

Raw | Blame History '

18 lines (14 sloc) | 606 Bytes

FROM cardcorp/r-aws-java-pandoc: latest
MAINTAINER Gergely Daroczi <gergely.daroczifcard. con>

RUN install2.r --error \
AR.KHS \
AWR.K1nesis \
& rm -rf /tmp/downloaded_packages/ /tmp/*.rds

ENTRYPOINT [*/usr/bin/java”, \
eopt, \
"/usr/1ocal/1ib/R/site- 1ibrary/AWR/ Java/* : /usr/Local/Lib/R/site-1ibrary/AWR. Kinesis/Java/ ", \

“con. amazonaws. services. kinesis.nultilang. Multilangbaenon” ]

CMD ["/app/app.properties"]

Conlact GitHub  API Training Shop Blog  About

©2017GitHub, Inc. Terms Privacy Securly Staus Help
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@ CARD.COM

Dockerize your Kinesis Consumer

/ @ card-rocker/Docke x \|_\
xample/Dockerfile

&  C | & GitHub, Inc. (US] | https://github.com/cardcorp/card-rocker /blob/master/r-Kine:
s repostory Signin or Sign up

) Features Explore Pricing
I cardcorp / card-rocker @Watch 13 A Star 6  YFork 2

< Code Issues Pull requests 0 Projects 0 Pulse Graphs
Findfile | Copy path

card-rocker / r-kinesis-example / Dockerfile

Branch: master ~
3
ofesaac a day ago

[l daroczig add example Kinesis consumer using R

1 contributor
Raw  Blame History

6 lines (4 sloc) | 118 Bytes

FROM cardcorp/r-kinesis:latest
MAINTAINER Gergely Daroczi <gergely.daroczifcard.con>

COPY files /app

Conact GitHub  AP1 Training Shop Blog  About

©2017Gitrub, Inc. Terms  Privacy Securly Status Help

Stream processi github.com
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Dockerize your Kinesis Consumer

@ CARD.COM

/ © ard-rocker/app x

¢ [ @ Github, Inc. [US] | https://github.com/cardcorp/card-rocker/blob/master/r-Kinesis-example/files/app.R

) reatures Explore  Pricing

his repository

Sign in or Sign up
I cardcorp / card-rocker

@Watch 13 gStar 6 YFork 2
© Code Issues 0 Pull requests 0 Projects 0 Pulse Graphs

Sronch master « | card-rocker / r-kinesis-example / files / app.R Fina e

Copy path
[ caroczig run demo in east region + log in central folder

209e5es 22 hours ago
1 contributor

Executable File 24 lines (17 sloc) = 619 Bytes Raw  Blame History
Library(futile. logger)
Library (AW Kinesis)

kinesis_consumer(

1n1ty = function()

flog. info('Hello'),

Records = function(records)
flog.info(paste(‘Received’, nrow(records), 'records from Kinesis')),

. = function()
flog.info('Bye’), S
ipdat = 11st(
1ist(1, function()

flog.1nfo( Updating some data every minute')),
115t(1/60°10, function()

Tlog.info('This 1s a high frequency updater call running every 10 seconds'))),

g=1,
/logs/logger . 1og')
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Dockerize your Kinesis Consumer @ CARD.COM

/ © card-rocker/appp x
& > C [ @ GitHub, inc. us] | https://github.com/cardcorp/card-rocker/blob/master/r-Kinesis-example/files/app.properties @ %
) Features Explore Pricing i rpostory Sign in or Sign up
I cardcorp / card-rocker @Watch 13 A Star 6  YFork 2
< Code Issues 0 Pull requests Projects 0 Pulse Graphs
orancn master~ | card-rocker / 1 ple / files / app. i Py —
[ daroczig run demo in east region +log in central folder 2b9e5es 23 hours ago
1 contutor S
7 1ines (6 s1oc) | 187 pytes Row | Blame | History | /'
executabionane = /app/app.
troantane = test-AHR
appicationlans = AYR-deno-app
ASCredent 1alsprovider = DefaultAUSCredent ialsProviderchain
processingLanguage = R
regiontans = us-cast -1
02017 Gibub,ne. Toms Prvacy Sesurty Situs Help Conlact it AP1 Trang Shop Blog  About
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Put it on Docker Hub CARD.COM

Rl earD ][ | 5]

® cardcorp/rkinesis x

& C | @ https//hub.docker.com/r/c

PUBLIC | AUTOMATED BUILD

cardcorp/r-kinesis-example v¥

Repolnfo  Tegs  Dockerie  Buld Detals X
Status Actions Tag Created Last Source Repository
Updated
© cardcorp/card-rocker
3 minutes
2 Buildin latest aminute ago
ago
latest adayago adayago
latest adayago aday ago
latest adayago adayago
latest adayago aday ago
latest adayago aday ago
latest aday ago adayago
latest adayago adayago
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CARD.COM

Create an ECS cluster

Amazon EC2 Cont x

& C | @ httpsi/console.aws.amazon.com/ecs/homezregion=us-e

ces v Resource Groups v %

/ Create Cluster

When you run tasks using Amazon ECS, you place them on a cluster, which is a logical grouping of EC2 instances. This wizard will guide you
Task Definitions through the process to create a cluster (7' . You will name your cluster, and then configure the container instances that your tasks can be
placed on, the security group for your container instances to use, and the IAM role to associate with your container instances so that they can
make call o the AWS APIS on your behaf.

|c|h;;er; i ‘
Repositories
Clustername*  AWRIest o

Create an empty cluster
EC2instance type* | t2medium v 0

Number of instances* 1 o

EC2Amild*  amzn-ami-2016.09.f-amazon-ecs-optimized @
[ami-b2df2cad]

EBS storage (GIB)* | 22 °

Key pair v ce

£C2 console (7

Networking

Configure the VP for your container instances to use. A VPC is an isolated portion of the AWS cloud populated by AWS objects, such as
Amazon EC2 instances. You can choose an existing VPC, or create a new one with this wizard.

vpe

CIDR Block

Create a new vpc - =z

10.000/16

Gergely Daroczi (@daroczig)
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Create ECS Task Role @ CARD.COM

1AM Managemen: x

& €| & hipsy/console.aws.amazon.com/iam/hom.

Services v Resource Groups v

atefole Set Role Name
Step 1: Set Role Name Enter a role name. You cannot edit the role name after the role is created.

! RoleName | AWR-ECS

Cencel m
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Create ECS Task Role @ CARD.COM

1AM Managemen: x

& C | @ hipsi/console.aws.amazon.com/iam /o on=us-east-1#

Ser

ces v ResourceGroups v % x I

Create Role Select Role Type

Step 1 Set Role Name © AWS Service Roles

RO 0 IR G I 1 U O UGS L VI
Step 2: Select Role Type

> Amazon EC2 Role for EC2 Container Service

Role to allow EC2 instances in an Amazon ECS cluster to access Amazon ECS. select
» Amazon EC2 Container Service Role <
5:R elect
Allows ECS to create and manage AWS resources on your behalf.
Blamazon EC2 Container Service Task Rok
Seleg
Allows ECS tasks to call AWS services on your behalf. Ll
» Amazon EC2 Spot Fleet Role s
elect
Role to Allow EC2 Spot Fleet to request and terminate Spot Instances on your behalf,
> Amazon Elastic MapReduce
Select

Role to allow EMR to access other AWS services such as EC2 on your behalf.
Role for Cross-Account Access

Role for Identity Provider Access

Cancel | Previous
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Create ECS Task Role

@ CARD.COM

1AM Managemen: x

& C | @ httpsi//console.aws.amazon.com/iam/hor

on=us-east-1#

Ser

ces v Resource Groups v %

Create Role Attach Policy

Step 2: Select Role Type

Step 3 : Establish Trust

Policy Type + | kinesis
Step 4 Attach Policy
. Policy Name & Attached Entities &

m] AmazonKinesisFullAccess 1

(7} AmazonKinesisReadOnlyA. 1

AmazonKinesisAnalyticsF... 0
@] AmazonKinesisAnalyticsR... 0

AmazonKinesisFirehoseFu. 0

AmazonKinesisFirehoseR.. 0

m] AWSLambdaKinesisExecu.. 0

Step 1 Set Role Name Select one or more policies to attach. Each role can have up to 10 policies attached.

Creation Time &

20150206 1040 PST

20150206 10:40 PST

20160921 1201 PST

20160921 11:16 PST

20151007 11:45 PST

20151007 1143 PST

20150409 08:14 PST

cancel | previous | [JTERMEY

‘Showing 7 results

Edited Time &

20150206 1040 PST
20150206 10:40 PST
201609211201 PST
2016:092111:16 PST
20151007 11:45 PST
20151007 11:43 PST

20150409 08:14 PST
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Create a Task definition @ CARD.COM

Amazon EC2 Cont x

& C | @ httpsi/console.aws.amazon.com/ecs/homezregion=us-e

create LA

ces v Resource Groups v %

azon E Create a Task Definition
Clusters «

Atask definition specifies which containers are included in your task and how they interact with each other. You can also specify data volumes
| Task Definitions for your containers to use. Learn more
Repositories
‘Task Definition Name* | AWR-logger o
TaskRole | AWRECS - <

Optional 1AM role that tasks can use to make AP
equests to authorized AWS services. Create an
‘Amazon EC2 Container Service Task Role nthe 1AM

Console &
Network Mode | Bridge -0
Constraint
Constraints allow you to fiter the instances used for your placement strategies using builtin or custom attributes. The scheduler first filters the
tances that match and then applies strategy to place the task
Type Expression

© Add constraint
Container Definitions o

Add contain™y

Container Name Image Hard/Soft memory limits (MB) Essential
Noresults
Volumes o

Name. Source Path

No results

© Add volume

Configure via JSON o
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Create a Task definition @ CARD.COM

mazon EC2 Cont- x \

C | ah

Add volume

Name* | jogq

Source path [ /1505

*Required
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@ CARD.COM

Create a Task definition

/ % Amazon EC2 Cont x \|

& Cla =us-east-1#/taskDeflnition t

Add container

~ Standard
Container name*  logger L4
Image*  cardcorp/r-kinesis-example:latest L
Custom mage format: [registry-ur) Inamespacel/[Imagetag)
Memory Limits | Herd limit || 512 l °
(MB)*
© Add Soft limit
Port mappings o
top ~. o

© Add port mapping
~ Advanced container configuration
ENVIRONMENT

CPU units

Essential v

- —.
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Create a Task definition @ CARD.COM

| Gmgye@m ||~ (=] =

/ % Amazon EC2 Cont x \|

¢ cla us-east-1#/taskDefinitions/creat w| i

Add container x

© Add extra host

'STORAGE AND LOGGING
Read only root file
system
Mount points logs ~ °
(o ]
o
© Add mount point
Volumes from o
o
© Add volumes
Log configuration <none> ~ °

SECURITY

- —.

rgely Daroczi (@daroczig) Stream processing usi



Run the ECS Task @ CARD.COM

Amazon EC2 Cont x

€ C | @ nttps//console.aws.amazon.com tuS/ACTIVE *

Services v Resource Groups v

TaskDefinitions > AWRdogger > status > ACTIVE

Clusters «
| Task Definitions Task Defin

ion Name : AWR-logger

Repositories Select a revision for more details.

Status: (Active) Inactive

Create Service
; 11, Pagesize 50 ~
Update Service age size.

‘Task Definition Narli St EEY Status

v AWRdogger1 Active

Feedback @ English
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Run the ECS Task @ CARD.COM

Amazon EC2 Cont x

& C | @ https/console.aws.amazon.com

home?region=us-eas

Resource Groups ~ &

Clusters > AWR

| Clusters ‘
Task Definitions Cluster : AWR Detete Cluster
Repositories Getadetaled view o he resouroes on yourduste,

Status  ACTIVE
Registered container instances 1
Pending tasks count 0

Running tasks count 1

Services  Tasks = ECSinstances  Metrics

Desired task status: (Running) Stopped

Fi 11, Pagesize 50 ~

Task Task Definition  Group Container Inst...  Last status Desired status  Started By

0912242-7808.. AWRIogger1  family:AWR og. 2

RUNNING RUNNING
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Run the ECS Task @ CARD.COM

Terminix: Default

~/.ssh/ = b ec2-user@e.
Mon Mar 6 02:05:29 2017 from =m

Amazon ECS-Optimized Amazon Linux AMI 2016.09.f

For documentation visit, http://aws.amazon.com/documentation/ecs
4 package(s) needed for security, out of 6 available
Run "sudo yum update” to apply all updates.
~1$ docker ps
IMAGE COMMAND CREATED STATUS

cardcorp/r-kinesis-example:latest  "/usr/bin/java -cp /u” 22 hours ago Up 22 hours
cs-AWR-1ogger-1-logger-92cag88bdsd681e59d01
amazon/amazon-ecs-agent:latest "/agent" 23 hours ago Up 23 hours

~1$ pgrep app.R

~]$ head -n 10 /logs/logger.log
[Z0ELES 0 20 22 B b B Gy application

[2017-03-05 123 UT shardId-000000000000 Start of initialize

[2017-03-05 03:35:23 um shardId-000000000000 Hello

[2017-03-05 :35:23 UTC] shardId-000000000000 End of initialize

[2017-03-05 03:35:23 UTC] shardId-000000000000 Received 2 records from Kinesis

[2017-03-05 03:35:24 UTC] shardId-000000000000 Received 3 records from Kinesis

[2017-03-05 03:35:25 UTC] shardId-000000000000 Received 3 records from Kinesis

[2017-03-05 03:35:26 UTC] shardId-000000000000 Received 2 records from Kinesis

[2017-03-05 03:35:27 UTC] shardId-000000000000 Received 3 records from Kinesis

[2017-03-05 03:35:28 UTC] shardId-000000000000 Received 2 records from Kinesis
[ec2-user@ ~1$
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Scaling the Kinesis Consumer up @CARD-COM

2017-03-05 03:43: shardId-000000000000 Received 1 records from Kinesis

2017-03-05 3 shardId-000000000000 This is a high frequency updater call running every 10 seconds
2017-03-05 03:43: shardId-000000000000 Shutting down

2017-03-05 03:43: shardId-000000000000 Bye

2017-03-05 Starting R Kinesis Consumer application

2017-03-05 UTC] shardId-000000000002 Start of initialize

2017-03-05 143: UTC] shardId-000000000002 Hello

2017-03-05 03:43:15 UTC] shardId-000000000002 End of initialize

2017-03-05 03:43: Starting R Kinesis Consumer application

2017-03-05 03:43: shardId-000000000001 Start of initialize

2017-03-05 03:43: shardId-000000000001 Hello

2017-03-05 03:43: shardId-000000000001 End of initialize

2017-03-05 03:44: shardId-000000000002 Received 1 records from Kinesis

2017-03-05 03:44: shardId-000000000002 Updating some data every minute

2017-03-05 shardId-000000000002 This is a high frequency updater call running every 10 seconds
2017-03-05 shardId-000000000002 Received 3 records from Kinesis

2017-03-05 03:44: shardId-000000000002 Received 1 records from Kinesis

2017-03-05 shardId-000000000002 Received 1 records from Kinesis

2017-03-05 4 shardId-000000000001 Received 2 records from Kinesis

2017-03-05 144 shardId-000000000002 Received 1 records from Kinesis

2017-03-05 144 shardId-000000000001 Updating some data every minute

2017-03-05 shardId-000000000001 This is a high frequency updater call running every 10 seconds
2017-03-05 shardId-000000000001 Received 1 records from Kinesis
2017-03-05 144: shardId-000000000001 Received records from Kinesis
2017-03-05 03:44: shardId-000000000002 Received 1 records from Kinesis
2017-03-05 03:44: shardId-000000000001 Received 2 records from Kinesis
2017-03-05 03:44: shardId-000000000001 Received 1 records from Kinesis
2017-03-05 4 shardId-000000000002 Received 1 records from Kinesis
2017-03-05 shardId-000000000001 Received 2 records from Kinesis
2017-03-05 03:44: shardId-000000000001 Received 2 records from Kinesis
2017-03-05 03:44: shardId-000000000002 Received 2 records from Kinesis
2017-03-05 03:44: shardId-000000000002 This is a high frequency updater call running every 10 seconds
2017-03-05 144 shardId-000000000002 Received records from Kinesis
2017-03-05 03:44: shardId-000000000002 Received 2 records from Kinesis
2017-03-05 shardId-000000000001 Received records from Kinesis
2017-03-05 shardId-000000000002 Received 1 records from Kinesis
2017-03-05 144: shardId-000000000001 Received records from Kinesis
2017-03-05 shardId-000000000001 Received 1 records from Kinesis
2017-03-05 shardId-000000000001 This is a high frequency updater call running every 10 seconds
2017-03-05 03:44: shardId-000000000002 Received 1 records from Kinesis
2017-03-05 03:44: shardId-000000000001 Received 1 records from Kinesis
2017-03-05 03:44: shardId-000000000002 Received 1 records from Kinesis
2017-03-05 03:44: shardId-000000000001 Received 1 records from Kinesis
2017-03-05 03:44: shardId-000000000002 Received 1 records from Kinesis
2017-03-05 03:44: shardId-000000000001 Received 1 records from Kinesis
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Kinesis Consumers in Production @CARD-COM

Nice example project, but ...

@ | might want to avoid publishing my Consumer on Docker Hub
@ | might want to avoid publishing my code on GitHub

@ | might want to avoid commiting credentials etc to the repo
Problems:

@ How to store credentials in the Docker images?

@ Where to store the Docker images?
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Kinesis Consumers in Production @CARD-COM

Nice example project, but ...

@ | might want to avoid publishing my Consumer on Docker Hub
@ | might want to avoid publishing my code on GitHub

@ | might want to avoid commiting credentials etc to the repo
Problems:

@ How to store credentials in the Docker images? KMS
@ Where to store the Docker images? ECR
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@ CARD.COM

o

(o

DATA ﬂ
Plaintext Encrypted
data Og n dgt: 06 PATA
Encryption Encrypted Decryption Plaintext
’. algorithm data ’. algorithm data
Data key Data key
W e O a
Plaintext Data key Encryption Encrypted
data algorithm data

5

Encrypted
data in storage

p—

Gergely Daroczi

Data key Master key Encryption Encrypted
algorithm data key
Source: AWS Encryption SDK
(@daroczig)
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http://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html#concepts

Current AWR.KMS Features @ CARD.COM

@ encrypt up to 4 KB of arbitrary data:

> library (AWR.KMS)
> kms_encrypt('alias/mykey', 'foobar')
[1] "Base-64 encoded ciphertext"

@ decrypt such Base-64 encoded ciphertext back to plaintext:

> kms_encrypt ('Base-64 encoded ciphertext')
[1] "foobar"

@ generate a data encryption key:

> kms_generate_data_key('alias/mykey')

$cipher

[1] "Base-64 encoded, encrypted data encryption key"
$key

[1] "alias/mykey"

$text

[1] 00 01 10 11 00 01 10 11 ...
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Encrypting Data Larger Than 4 KB? @CARD.COM

## let's say we want to encrypt the mtcars dataset stored in JSON
library(jsonlite)
data <- toJSON(mtcars)

## generate a 256-bit data encryption key (that's supported by digest::AES)
library (AWR.KMS)
key <- kms_generate_data_key('alias/mykey', byte = 32L)

## convert the JSON to raw so that we can use that with digest::AES
raw <- charToRaw(data)

## the text length must be a multiple of 16 bytes

## https://github.com/sdoyen/r_password_crypt/blob/master/crypt.R
raw <- c(raw, as.raw(rep(0, 16 - length(raw) %% 16)))

## encrypt the raw object with the new key + digest::AES

## the resulting text and the encrypted key can be stored on disk
library(digest)

aes <- AES(key$text)

base64_enc(aes$encrypt (raw))

## decrypt the above returned ciphertext using the decrypted key
rawToChar (aes$decrypt (base64_dec(...), raw = TRUE))
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Example “Production” Consumer App @CARD-COM

library (AWR.Kinesis); library(jsonlite); library(AWR.KMS); library(futile.logger); flog.threshold(DEBUG)

kinesis_consumer (
initialize = function() {
flog.info('Decrypting Redis hostname via KMS')
host <- kms_decrypt( ' AQECAH1iz4GEPFQLLOAAONSTY/1DR5euQQScpXQU9iYTn+u. . . ")
flog.info('Connecting to Redis')
library(rredis); redisConnect(host = host)
flog.info('Connected to Redis')
},
processRecords = function(records) {
flog.info(paste('Received', nrow(records), 'records from Kinesis'))
for (record in records$data) {
flight <- fromJSON(record)$dest
if (!is.null(flight)) {
flog.debug(paste('Adding +1 to', flight))
redisIncr(sprintf ('flight:%s', flight))
} else {
flog.error('Flight destination not found')
}
}
},
updater = list(
1ist(1/6, function() {
flog.info('Checking overall counters')
flights <- redisKeys('flight:*')
for (flight in flights) {
flog.debug(paste('Found', redisGet(flight), sub('~flight:', '', flight)))
}
1),
logfile = '/logs/redis.log')
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Private Docker Image @ CARD.COM

Dockerfile:

FROM cardcorp/r-kinesis:latest
MAINTAINER Gergely Daroczi <gergely.daroczi@card.com>

## Install R package to interact with Redis
RUN install2.r --error rredis && rm -rf /tmp/downloaded_packages/ /tmp/*.rds

## Add consumer
COPY files /app

Build and push to ECR:

docker build -t cardcorp/r-kinesis-secret
“aws ecr get-login --region us-east-1"
docker tag -f cardcorp/r-kinesis-secret:latest \
**% . dkr.ecr.us-east-1.amazonaws.com/cardcorp/r-kinesis-secret:latest
docker push **x.dkr.ecr.us-east-1.amazonaws.com/cardcorp/r-kinesis-secret:latest
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Shiny Dashboard @ CARD.COM

library(treemap) ; library(highcharter) ;library(nycflights13)

library(rredis) ;redisConnect(host = '#**', port = '**x*')

ui <- shinyUI(highchartOutput('treemap', height = '800px'))
server <- shinyServer(function(input, output, session) {

destinations <- reactive({
reactiveTimer (2000) ()
flights <- redisMGet(redisKeys('flight:*'))
flights <- data.frame(faa = sub('"flight:', '', names(flights)),

N = as.numeric(flights))
merge(flights, airports, by = 'faa')
b

output$treemap <- renderHighchart ({
tm <- treemap(destinations(), index = c('faa'),
vSize = 'N', vColor = 'tz',
type = 'value', draw = FALSE)

hc_title(hctreemap(tm, animation = FALSE), text = 'Flights from NYC')
1))

b

shinyApp(ui = ui, server = server)
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Shiny Dashboard @ CARD.COM

Flights from NYC
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Technical Details @ CARD.COM

o AWR repo:

e 6.3GB
e 273 tags/versions
o GitLab + ClI + drat

install.packages('AWR', repos = 'https://cardcorp.gitlab.io/AWR')
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Technical Details @ CARD.COM

o AWR repo:

e 6.3GB
e 273 tags/versions
o GitLab + ClI + drat

install.packages('AWR', repos = 'https://cardcorp.gitlab.io/AWR')

@ Submitted to CRAN on
e 2016-12-05
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Technical Details @ CARD.COM

o AWR repo:

e 6.3GB
e 273 tags/versions
o GitLab + ClI + drat

install.packages('AWR', repos = 'https://cardcorp.gitlab.io/AWR')

@ Submitted to CRAN on

2016-12-05
2017-01-09
2017-01-10
2017-01-11
2017-01-11
2017-01-13
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Technical Details @ CARD.COM

o AWR repo:

e 6.3GB
e 273 tags/versions
o GitLab + ClI + drat

install.packages('AWR', repos = 'https://cardcorp.gitlab.io/AWR')

@ Submitted to CRAN on

2016-12-05
2017-01-09
2017-01-10
2017-01-11
2017-01-11
2017-01-13

@ Release cycle: 2 minor, ~125 patch versions in the past 12 months
o Cl
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What's Next? @ CARD.COM

> library(rJava)

> kc <- .jnew('com.amazonaws.services.s3.AmazonS3Client')
> kc$getS3AccountOwner () $getDisplayName ()

[1] "foobar"
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